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101?

101 is the beginner’s course

So this is a beginner’s course 
in System Administrator and 
Network Operator Paranoia
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Your Computer Infected
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It Used to be ‘Kiddies’

Now it is Almost All
for Financial Gain
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You Are Pwned
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How?
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Software
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If the automobile had followed 
the same development cycle as 
the computer, a Rolls-Royce would 
today cost $100, get a million 
miles per gallon, and explode once 
a year, killing everyone inside. 
-- Robert X. Cringely



[ there are hardware 
vulnerabilities too.

but not for this talk ]
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Where Viruses Hide
• Boot Sector - Reinstall every boot
• Applications
• Excel/Word Macros
• Libraries
• DLLs
• Compilers, etc
• Anti-Virus Software!!!
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But It’s Not Just
Your Computer

The Virus Wants to
Infect Your Network

Neighbors, LAN & WAN
0-0-0 Paranoia 101 9Creative Commons: Attribution & Share Alike



What It Will Do
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Send Spam Infect Others

RansomWare

And Become Part of a
Massive BOT Army

DDoS BOT



Infect Others?

Yes, it will look on the LAN 
and the WAN for other 
systems with the same 

vulnerability and infect them.
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BOTnets
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BOTnets
• Send SPAM, for which the BotMaster

is paid
• Spread RansomWare
• DDoS Attacks for Hire
• Probe for Weakness in Banks, Gov, …
• Look for Vulnerable Routers
• And, of course, Infect more Machines
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RansomWare

0-0-0 Paranoia 101 14Creative Commons: Attribution & Share Alike



RansomeWare
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WannCryApril 2017
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Infected hundreds of thousands of machines!



DDoS
Distributed Denial of Service
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GigaBits
of Attack
Traffic



DDoS Extortion
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We Control a Gigantic BOTnet

Unless You Send $50,000 in BitCoin

We Will Send you 50GB/sec for a Week



DDoS Mitigation
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The “S” in “IOT” 
Stands for Security

0-0-0 Paranoia 101 20Creative Commons: Attribution & Share Alike



Mirai BOTnet
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All the IOT Devices used the same 
cheap and vulnerable custom Linux

Allowed telnet and simple password

CCTV, Modems, … on the Internet

Attack scans for them and infects 
them.  The infection spreads.

The infected IOT devices joined a 
very large BOTnet, >500,00 devices

And an 800GB/sec DDoS resulted



Hydrogen Fuel Cell
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Hydrogen Filled Vehicle
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Mirai – Amazingly Stupid
• Millions of tiny devices (cctv & routers)
• On the open internet
• Bought the same cheap Mirai Linux
• Allow telnet & ssh
• Trivial passwords
• Can not be upgraded in the field
• Scans for other vulnerable hosts and 

infects them too
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This is Just the Start 
of the 

Internet of Things
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Financial Targets
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Willie Sutton

American Bank Robber 1920s-1950s

When asked why he robbed banks, said

”Because that's where the money is."



How to Get Into
a Bank?

Phishing
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Phishing
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Open File and you’re Infected!



SpearPhishing
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Whaling
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Going After the Biggest Fish
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Firewall?
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Firewall?

We call that the 
“hard crunchy outside” 

and the 
”soft gooey inside.”
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Firewalls are ‘Stateful’ 
they remember sessions

DDoS Overflows the 
State Tables!
Dead Firewall!
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StuxNet
• US & Israel wanted to damage Iran 

nuclear development capacity
• Worm on USB drive distributed where 

Iranian engineers would find it
• A quiet infection; waited until it could 

see centrifuges with SCADA on net
• Infected centrifuges and destabilized
• Destroyed 1,000; set Iran back years

0-0-0 Paranoia 101 36Creative Commons: Attribution & Share Alike



But there is
Hope!
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Canaries
• Mining for coal underground was 

dangerous, especially methane leaks
• Methane is odorless and hard to detect
• But a little bird, a canary, is very 

sensitive to methane
• They die at the slightest bit of it
• So they were taken down into the mines

as a detection method
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A Real Canary
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Now Imagine a
Canary for your LAN

It Warns of Invasion!
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Also Called ‘HoneyPot’
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Free Open Source 
Telemetry Tools

• Monitor NetFlow, IPFIX, DNS, … for 
Anomalies

• Intrusion Detection Systems: Bro and 
Snort; but complex, not plug and play

• Use macro-analytical telemetry first and 
then focus on packet capture
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But Your Personal
First Line
of Defense
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Your Computer’s Health
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And Eternal Vigilance
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