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Like Broadband,
North America
is the RPKI
Third World



Why NoAm Folk Think
RPKI Adoption is Low

RPKI
~ Adoption
RIR Total Valid Invalid Unknown Accuracy Rate
AFRINIC 51 043%) 0.80%
APNIC
ARIN 194483 (99.32%)
LACNIC A Lot Better

RIPE NCC Than IPvé6

Half are Two LIRSJ Embarrassing
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It's Embarrassing

Number of ROAs : lQIMrlNlc 'QIAPNIC .QIARIN 'QLACNlc Dzhlps NCC

This graph shows the total number of valid Route Origin Authorisation (ROA) objects created by the holders of a certificate
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07-C1 0101 07-01 01-C1 07-01 01-1 07-C1
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It's What Happens
When You Let Lawyers

and Wannabe Regqulators
Run the Internet



But Let's Talk
Measurement




DataSets

2.5 Years of RPKT captured hourly

Except for ARIN because they're nuts
(started doing it anyway this year)

Route Views (from LINX and others), so
multiple paths for a prefix

ESnet validating router traffic capture
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RPKI deployment

ROAd Prefixes

LACNIC TA Expired!

20120601 2012.07-01 2012.0731 2012.08.30 2012.09.29 20121020 20121128 20131223 20140221 20140323 2014.04.22 20140522 2014-06:21 2014.0721 20140820
12:00:002 12:00:002 1200002 12:00:002 12:00:002 1200002 12:00:002 12:00:002 12:00:002 12:00:002 1200002 12:00:002 12:00:002 1200002 12:00:002
88740 89170 9037.0 92210 9662.0 102500 113940 224040 233660 239330 244200 26255.0 26164.0 274450 201560
(2.05% of total) | (2.05%of total) | (2.06%oftotal) | (2.07%of total) | (2.14% of tota) | (2.26%of total) | (2.51% of total) (8.36% of total) (4.49% of tota) | (4.55% of toal) | (4.69%of total) | (5.00%of total) | (4.93% of tota) | (5.13% of total) | (5.41% of total)
(100.00% of lat) | (100.00% of plot) | (100.00% of pio) | (100.00% of plat) | (100.00% of plot) | (100.00% of plot) | (106.00% of plot) (106.00% of pot) (100.00% of plot) | (100.00% of plot) | (106.00% of plot) | (100.00% of plot) | (100.00% of plot) | (10.00% of plot) | (106.00% of plot)
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ROAs / File

Avarage number of ROA records in a ROA file

N

)

Avarage number of records per ROA file

N

=

. l T .
wopoca | aporn | wmon | o | oapess | s | wpuas | amaas | owsow | e | ssos | wses | oasesn | amess | msoss | aosms | oamess | aoww | sens | wosns | oowns | ooeen | mses | mess | oowess | ooesn | asen | oosss

#ROA records divided
#ROA fles

25
J100.00% of total)
(100.00% of piot)

26
|1100.00% of total)
1100.00% of piot)

25
I1100.00% of total)
(106.00% of piot)

27
|1100.00% of total)
100.00% of piot)

27
|1100.00% of total)
100.00% of plot)

30
100.00% of total)
1100.00% of piot)

41
I1100.09% of total)
100.00% of plot)

aa
100.00% of total)
(100.00% of piot)

42
|1100.609% of total)
1100.00% of pot)

42
I100.00% o total)
(100.00% of piot)

42
|1100.609% of total)
1100.00% of pot)

a4
I00.00% of total)
(100.00% of piot)

a7
|1100.009% of total)
1100.00% of pot)

a7
I00.00% of total)
(100.00% of plot)

a5
|1100.00% of total)
1100.00% of piot)

42
I1100.00% of total)
(106.00% of piot)

a0
|1100.00% of total)
100.00% of piot)

a0
|1100.00% of total)
100.00% of plot)

a1 41
100.00% of total) [100.00% of total)
(100.00% of piot) | (100.00% of pot)

a1
100.00% of total)
(100.00% of piot)

42
|1100.609% of total)
1100.00% of pot)

a3
I100.00% o total)
(100.00% of piot)

a5
|1100.009% of total)
1100.00% of pot)

a6
I200.00% o total)
(100.00% of piot)

a5
|1100.009% of total)
1100.00% of piot)

a6
I200.00% of total)
(100.00% of piot)

44
|1100.00% of total)
1100.00% of piot)
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I personally think this is bad practice.
One wants to control each separately.
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Raw RPKI Validation

General results of RPKI BGP validation (one bar every 30 days)
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Effective Validation
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5000

RPKI BGP validation (one bar every 30 days): Valid/Invalid prefixes
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Longest Match Invalids

RPKI BGP validation: Invalid prefixes only, failure reason of the bottom failing node (longest-match)
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121212 12|12/ 12| 12| 12| 13|13 13| 13| 13| 13| 13|13 | 13| 13|13 |13 |14| 14| 14| 14 14| 14| 14| 14
06|07 07|08|/09|10| 11|12/ 01|02/ 03|04|/05|06| 07|08, 09| 10| 11| 12| 01| 02|03|04| 05| 06 07| 08
01| 01|31/30|29|29|28|28|27|26|28|27|27|26/|26|25|2424|23|23|22|21|23|22|22|21|21 20
Invalid maxlength |61%| 58%|54% 52% 51%|48% 49% 53% 52%) 50%| 52%| 50%| 37%) 39%|41%|37% 56%53%53% 55%) 54%) 65% | 65% 63%) 53%| 56% 58% 55%
T 24%]|22%)| 24%|27%|29%|31%|30%)| 16%| 15%]| 15%)| 15%)| 16%| 12%| 9%| 9%|12%)| 12%|17%| 17%| 16%)| 16%)| 19%,| 18%| 14%| 17%)| 15%)| 14%| 18%
_ 15%|20%|22%)| 21%|20%|20%]| 21%| 32%)| 33%]| 35%| 33%]| 35%|50%|52%|51%|51%)|32%|30%|30%|29%|30%)| 17%)| 17%|23%)|30%|29%|28%)|27%
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Invalid Covered by Valid

Invalid prefixes covered by a valid one

300

250

200

1500

Unique prefixes
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2012.06:01 2012.07:01 2012.07:31 2012.08:30 2012.00.20 2012.1029 20121128 20121228 2013.0127 20130226 20130328 2013.0427 20130527 20130626 20130726 20130825 2013.09.24 20131024 2013123 20131223 20180122 20140221 2014:03.23 20140422 2014.05-22 20140621 20140721 2014-08.20
1200002 1200002 1200002 1200002 1200002 1200002 1200002 1200002 00002 1200002 1200002 1200002 1200002 1200002 2:00:00: 12:00:002 12:00:002 12:00:002 1200012 12:00:002 12:00:002 2:00:002 12:00:002 12:00:002 12:00:002

13300 14960 14880 15520 1619.0 1667.0 1836.0 11400 1093.0 11240 12100 12320 17520 17730 18240 12430 28810 21000 21600 22600 23750 10350 1906.0 25030 21420 23460 23630 2563.0
(15.50% of total) | (17.36% of total) | (17.04% of total) | (17.45% of total) | (17.25% of total) | (16.71% of total) | (16.53% of otal) | (18.23% of total) | (17.99% of total) | (17.33%of total) | (17.87% of total) | (17.91% of tota) | (21.85% of tfal) | (21:519% of total) | (21.72% of total) | (15.13% oftotal) | (14.08% of total) | (10.02% of total) | (10.11% of total) | (10.35% of total) | (10.66% of total) | (8.50% of total) | (817% o total) | (10.88%of total) | (8.33% of tofa) | (8.19% of tota) | (8.79% of total) | (8.98% of total)
(100.00% of plot) | (100.00% of plot] | (100.00% of plot) | (100.00% of plat) | (100.00% of plot) | (100.00% of plot) | (106.00% of plt) | (100.00% of lot) | (100.00% of plot) | (100.00% of plot) | (100.00% of plat) | (100.00% of plot) | (106.00% of plot) | (100.00% of plot) | (100.00% o plot) | (100.00% of plot) | (100.00% of plat) | (100.00% of plot) | (106.00% of plot)

(100.00% of plot) | (100.005% of pot) | (100.00% of plot) |(100.00% of plot) | (100.00% of piot) | (L0.00% of piot) | (100.00% of pot) | (100.00% of plot) | (100.005% of plot)
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Packets Get There Anyway
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0 Invalid maximum prefix length
Invalid AS number
3000 | M@ Invalid maximum prefix length and AS number
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06 | 07 | 07 | 08 | 09 | 10 | 11 | 12| 01 | 02 | 03 | 04 | 05 | 06 | 07 | 08
0l | 01| 31|30 | 29 | 29 | 28 | 28 | 27 | 26 | 28 | 27 | 27 | 26 | 26 | 25
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Reachable An

RPKI valid/invalid VS 'real' reachable/unreachable

yway
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83.23% of "both
maximum length and AS
number” invalid prefixes
contain the 'correct’ AS

on the AS path



I.e. allocation from up-
stream has ROA but
multi-homed child does not

Shame on us, the ISPs



There are very few
actual 'bad’ ROAs
resulting in True

Invalids




There are ROAs with

MaxLen 16 and the ISP
announces 24s

Shame on those ISPs
Shame on RIRs for not
whacking their registrants



Serious operational
problems at the CAs

Shame on the RIRs



Let's Look at a Router



Packets at ESnet
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ROAs Used to Validate

RPKI BGP validation: Number of ROA records used for validation process

1200

1000

800

New ROAs
Old ROAs

600

400

Number of ROA records

2000

20120601 2012.07-01 2012.07-31 2012.08:30 2012.0920 20122029 20121128 2012.12.28 2013.0127 20130226 20130328 2013.08-27 2013.05:27 20130626 20130726 2013.08.25 2013.09-24 20131024 20131123 20131223 20140122 2014.02.21 2014.03.23 2014.00-22 20140522 2014.06.21 2014.07-21 2014.08-20
12:00002 12:00:002 12:00:002 12:00:00 12:00:002 12:00:002 12:00:002 12:00:00 12:00:00 12:00:007 2:00:007 12:00:002 12:00:002 12:00:007 1200002 12:00:002 12:00:002 12:00:00 12:00:017 12:00:002 12:00:002 12:00:002 12:00:002 12:00:002 12:00:002 0:002 12:00:002 12:00:002
New RORS 20 1590 2230 3660 6380 0 3859.0 683.0 4330 10480 6670 0 1656.0 1718,
NewRORS uSed | (95.58% oftota) | (7.67% of total) | (7.81% of toal) | (9.38% o tota) | (13.59% of total) | (19.50% of total) | (87.75% of total) | (92.85% of tota) | (43.55% of total) | (93.94% of total) | (91.48% oftoish | (@07 ortouly | (1181% oftoay | (7205 o foah | (5.55% or ol | (24:33% oftoal) | 20.98% of o) | (14533 o ot | (75.72% of vty | (8:59% ottty | 75.26% (12:52% of total) | (12.81% of total) | (16.56% o total) | (16.28% of total) | (12.11% of total) | (16.00% of total) | (17.13% o total)
VBRGRON | (155"30% o piot) | 6075 1 i) | (6105 o ot | (580 o1t | {14375 1 pit) | 30 455 o ity | (337955 af it | (57 365 1t | (45,075 1 i) | o0 5a o ity | .tk af et | (027 ormin) | ma ot | a2eskatmoh | o soscetpien | iivotpin | Gasenation | (65w otmiat | 5isosorpid | oot oot | isaskatoat | i tinotnit | (1aasiotpiot | o ssk o pot | (15155 af st | (13555 o pit) | (1555t i) | 15 255k ot
a2 180
(000% o to) | (87373 o il | (87.55% oftotaly | (86.33% oftotdly | (.63 o ol | (7586 of il | (5.82% oftoay | (1930 ot | (so.0m o sl | (04301 oty 5, o o | (7295 o ot | (75.52% of vty | (80.33% oty | (81,873 o o) | (65413 o ol | (68.81% oftoay | (75.57% ot | (13.00% f ol | (80.60% of oty | (13.89% o toa | (76,225 o o | (75.85% of totly | (72.52% f ttly | (73.54% o o) | (7.36% ol | (73:22% of oy | (71.84% ftel)
(0005 o ity | (535 o o) | (51:81% of piat) | (56.20% o i) | (85.73% of ploy | (19555 af ot | \(1:31% o1 pis) | (3.08% o ity | (35,035 o plots | (0.46%of pat | 6:56% o pit) | (85735 o pios | (56475 afpa) | (51745 1 pot) | (63.65% of ity | (.08 o pos | (16.64% o1 pat | (63 87% o i) | (15.43% of ploy | (30.375¢of o) | (15.36% f pit) | \(85.65% of ity | (5555 o plots | (61415 of et | (61675 o plt) | (66,475 o oy | (65075 afpa) | (86.75% of piot
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ROAs Used per CA

ROAs of the RPKI repository used in validation process

10000 -
[2] | ]
©
e |
(@)
9 8000 , ™
o - It's all RIPE
sa _
S d LACNIC 7]
o and LACNI -
o 600
Y—
o o
_ 1 ]
3 .
c 400 — = ]
>
=
12 12 12 12 12 12 12 12 13 13 13 13 13 13 13 13 13 13 13 13 14 14 14 14 14 14 14 14
06 07 07 08 09 10 11 12 01 02 03 04 05 06 07 08 09 10 11 12 01 02 03 04 05 06 07 08
01 01 31 30 29 29 28 28 27 26 28 27 27 26 26 25 24 24 23 23 22 21 23 22 22 21 21 20
LACNIC 9.2%| 9.2%| 8.6%| 8.0%| 7.0%| 6.7%| 5.8%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%|14.7%|14.6%|14.4%|14.1%|13.7%|13.0%|14.2%|20.5%|19.7%| 18.3%|18.7%|17.6%
1.2%| 1.2%| 1.2%| 1.1%| 0.9% 8% 6% 6% 3% .6% .6% 5% 5% .6% 3% 9% 8% T% .0% 7% 7% 7% 8% 7% 7% 7% .6% .6%
AFRINIC 2% 2% 2% %| 0.9%| 0.8%| 0.6%| 0.6%| 0.3%| 0.6%| 0.6%| 0.5%| 0.5%| 0.6%| 0.3%| 0.9%| 0.8%| 0.7%| 0.0%| 0.7%| 0.7%| 0.7%| 0.8%| 0.7%| 0.7%| 0.7%| 0.6%| 0.6%
RIPE 88.0%87.7%|88.6%|89.5%(90.8%(91.2%|92.6%|98.6%|99.7%(99.4%|99.4%|99.5%|99.5%|99.4%| 99.7%|97.3%|82.9%|82.9% |83.7%|83.4%|83.7%|84.3%|82.7%| 76.6%| 77.5%| 78.8%| 78.2%| 76.1%
1.6%| 1.8%| 1.6%| 1.4%| 1.3%| 1.2%| 1.0%| 0.8%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 1.5%| 1.3%| 1.3%| 1.5%| 1.4%| 1.5%| 1.7%| 2.0%| 2.1%| 2.0%| 2.1%| 2.2%| 2.9%
0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.3%| 0.5%| 0.4%| 0.4%| 0.4%| 0.3%| 0.3%| 0.3%| 0.1%| 0.1%| 0.1%| 0.3%| 0.2%
0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 0.0%| 2.7%
24
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Real Invalids

RPKI 'real' invalids: prefixes not reachable due to RPKI validation failure
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2012.08.01 2012.07-31 2012.08.30 20121029 20121128 2012.12.28 2013.0027 2013.02.26 2013.03.28 2013.04-27 2013.05:27 2013.06:26 2013.0726 2013.08:25 2013.00.24 20131024 20131123 20130223 20140022 20140221 20140323 20140622 20140522 20140621 2014.07-21
12:00:002 z 12:00:002 12:00:002 12 12:00:002 12:00:002 12:00:00 12:00:00 12:00:002 12:00:002 12:00:002 1200002 1200002 1200002 1200002 1200012 1200002 12:00002 12:00:002 12:00:002 12:00:002 12:00:002 12:00:002 12:00:002
5250 5410 5930
27% of total) (18.44% of total) | (18,62% of total)
(100.00% of plot)

230 2510 237.0 234, 2250 2050 2410 2110 2160 2030 2000 1770 2550 2770 4380 4300 2380 3930 5480 5310 0 507.0 95.0
(13.55% of otal) | (13.18% of otal) | (12.50% of total) | (11.91% of total) | (11.47% of total) | (14.81% of total) | (17.79% of tota) | (15.56% of total) | (14.93% of total) | (13.90% of total) | (10.01% of total) | (8.95% of total) | (12.00% of total | (17.55% of ttal) | (12.85%of total) | (16.34% of total) | (16.62% of total) | (17.38% of total) | (18.21% of tota) | (20.82% of total) | (21.46% of toal) | (15.81% o total) | (19. 0. total)
(100.00% of plot) | (100.00% of plot) | (100.00% of plot) | (100.00% of piot) | (106.00% of piot) | (100.00% of pot) | (100.00% of plot) |(100.00% of plot) |(100.00% of piot) | (100.00% of piot) | (100.00% of pot) | (100.00% of plot) | (100.00% of plot) |(100.00% of plot) |(100.00% of piot) |100.00% of piot) | (100.00% of plot) | (100.00% of plot) | (100.00% o plot) | (100.00% of plot) | (100.00% of piot) | (106.00% of piot) | (10G.00% of plot) | (100.00% of plot) (106.00% of piot)

0 2330
(13.0% of total) | (12.96% of otal)
(100.00% of plot) | (100.00% of plot)
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Hierarchic Publication

rpki.ripe.net over last month 2012-11-09T07:05:58Z

Overview  Repositories  Problems Al Delails

rpki.ripe.net last month
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Average sync time (seconds): 1661,82
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Average connection count: 599.42
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Average object count: 4853.23

26




The Blame?

« RIPE NCC has 1542 invalid announcements, 846 of
them are caused by just 10 ISPs.

« Biggest offender might seem fr.sfr with 420 of them
(e.g. http://localcert.ripe.net:8088/bgp-preview?
q=77.128.0.0/11) but they say this is intentional. They
actually *want* all the traffic o go to AS15557, so be
careful drawing conclusions.
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The RPKI is Out There

More widely deployed than
IPv6 or DNSsec

Time to clean up our act



