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What iIs the Threat Model?

e Configuration error (7007, 128/8)
 Traffic Diversion

e Distant data-based attack w/ source
spoofing
e DDoS to kill a path (smb)

 Monkey In the Middle and Wiretap
Attackers

e “Most of these are Unlikely and we
can do with an Interim Solution”
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Collapse of lava bench occurs without
warning, causing violent steam explosions
- and ocean surge.
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Remember NANOG Feb 2000
smb Described DDoS Attacks

As he Was Speaking, the First
Attacks on big sites Occurred



My lIdea of a Compromise

 The Big Costs are 1SPs’ Ops Deployment

e Full Deployment will Take Years
- PKI: address allocation, peers
- Hardware Support

e Start now: don't get Caught Out Later
— Origin Sign Now, Full Path Eventually
— Registry-based PK1 Now for Addresses
— Peer-based PKI Now for ISPs
- Hardware Support Start Now
— One Protocol, no Second Deployment Later
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