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Abstract

The success of the end to end principle has led to
a commonly held fallacy that the Internet core
is simple and stupid. A corollary to this is that
there is nothing interesting here for networking
research. Our experience with the overwhelming
difficulty of managing and operating core func-
tionality tells us that exactly the opposite is true.
At the heart of the problem is a lack of network
level models and abstractions. The evolution of
appropriate models and abstractions requires a
deep understanding of the data networking do-
main. We claim that addressing these problems
should be one focus of the networking research
community.

1 Using Tweezers to Operate
and Manage the Internet
Core

The end to end argument [6] has been a very
successful design principle for the Internet. This
principle tries to minimize the functionality im-
plemented in the core of the network, locating
most functionality at the edge. This contrasts
sharply with traditional telco networks where all
important functionality is implemented in the
network and the edge consists of very simple ac-
cess devices.

By “internet core” we mean this architectural
core, not what might be called the “provider
core”. The provider core consists of commercial
and noncommercial entities that provide services
that fall within the architectural core, such as
transit services, and services that fall within the
architectural edge, such as email and web host-
ing. Architecturally, the internet core function-
ality currently revolves around transport (packet
forwarding) and routing. However, in cam-
pus networking, corporate networking, and net-
working within and between Internet Service
Providers (ISPs), the task of realizing this core
functionality is more complex than a simple ar-
chitectural diagram might suggest. Networks
must be designed, deployed, configured, protected,
and monitored. Today these tasks are difficult,
expensive, labor intensive, and prone to many
types of error (for example, configuration errors
in BGP are fairly common [13]).

Network operators are overwhelmed with com-
plexity. They are trapped at the device level
when talking about network design, network
measurements, network monitoring, and net-
work security. They must deal with low level
configurations of proprietary interfaces. They
are forced to configure devices when they should
be configuring networks. The situation is likely
to get worse before it gets better. For exam-
ple, many ISPs must manage core functional-
ity as well as edge functionality that has been



outsourced to them. In addition, the core will
become more and more complex as additional
functionality is added there (for example, trust
management [5]).

The success of the end to end principle has
led to a commonly held fallacy that the Internet
core is simple and stupid. A corollary to this
is that there is nothing interesting here for net-
working research. Our experience with the over-
whelming difficulty of managing and operating
core functionality tells us that exactly the oppo-
site is true. We believe that at the heart of the
problem is a lack of network level models and ab-
stractions. The evolution of appropriate models
and abstractions requires a deep understanding
of the data networking domain. In other words,
we hold that much more is involved than mere
systems integration. We claim that addressing
these problems should be one focus of the net-
working research community.

2 Need for Network Abstrac-
tions

When we look at the maturation path of many
areas in Computer Science we see remarkable
similarity. Areas as diverse as databases, pro-
gramming languages, operating systems, and
cryptography have all progressed along a famil-
iar road. Each field begins in implementation
muddle marked by proprietary solutions and a
rather messy collection of low-level tricks. Then,
slowly, this muddle begins to crystalize around
a small number of key abstractions. Vendors
resist, but the advantages of abstractions are
too compelling — the benefits of portability and
standardization start to outweigh the small gains
in efficiency made possible by proprietary hacks.
A new field is really born when its focus becomes

the study of these new abstractions and their
efficient implementation. The abstractions pro-
vide the vocabulary used by the specialist. What
was a muddle is refined into the collection of
“smoke-and-mirrors” techniques that allow im-
plementation of the abstractions. Vendors get on
board and modify their hardware and software
to facilitate the implementations of the abstrac-
tions. The illusion is often so successful, that
even technically astute professionals forget about
what goes on behind the curtain. It all comes to
seem so natural, so straightforward, that people
slowly forget there ever was any confusion.

We believe that implementation, design, and
management of the internet core is still in the
muddle phase of its development. Great strides
have been made in the development of abstrac-
tions related to network protocols. But we are
still stuck in a device-level muddle in the core.
We can configure devices, but we cannot con-
figure networks. We have few network level ab-
stractions and absolutely no network level pro-
gramming languages. When we configure net-
works today, we must perform the moral equiv-
alent of manual register allocation. For the field
to mature we must isolate and develop the right
network-level abstractions.

We would like to think of current vendor spe-
cific configuration languages in the way compiler
writers think of machine languages. That is, as
something we want to move away from as quickly
as possible. We want to think about the config-
uration of standardized protocols (BGP, OSPF,
SNMP, RADIUS) in vendor independent ways.
But we view this as still very much at the level
of assembly languages. To program networks,
we need the equivalent of high level languages
that treat networks as objects that arise out of
the composition of other, smaller, objects. The
compiler’s job is then to translate such specifi-



cations into protocol specifications.

To build bigger, better, more secure, networks,
we need higher levels of abstraction. We need to
be able to layer abstractions and have the ability
to move through levels of abstraction. And we
need to do this with far more formal rigor.

The fact that little progress has been made in
this area is not due entirely to a lack of awareness
on the part of the research community. There
has been a lack of communication and visibility
concerning these problems since they are often in
the domain of service providers and large organi-
zations without strong ties to the research com-
munity. Even within those rare providers sup-
porting research there are often organizational
impediments to a more unified treatment of
these issues. For example, a provider may evolve
different organizations to handle fault manage-
ment, routing management, and traffic measure-
ments, thus inadvertently creating barriers to a
more unified approach. There is also a natu-
ral resistance to abstraction from device vendors
and the specialists that configure these devices.
Put simply, vendors are not interested in mak-
ing it easy to abstract away from their devices.
Any move in this direction decreases an opera-
tor’s dependence on any given vendor. In addi-
tion, many vendors have instituted very success-
ful training and certification programs for config-
uration specialists that in effect tie job security
to mastery of obscure, low level, vendor specific
implementation details. However, there is some-
thing of a chicken and egg problem here, since
this level of management is currently required
given our lack of higher level abstractions. Sim-
ple standards often require good theory, but in
the absence of theory, sufficient social and busi-
ness pressure will always produce something that
works, no matter how complex, unscalable, or
expensive.

3 Looking for Guidance

We now look for interesting work in various fields
which seem as if they might lead us toward useful
paths on our search.

3.1 Programming Language Theory
and Concepts

Clearly, the field of programming languages has
much to offer. Programming languages give us
higher level abstractions that can be composed
and reasoned about. They provide mechanisms
for information hiding and modularity. We
should think about domain specific languages
that capture the essential components of net-
working. Then compilers can be implemented to
translate high level specifications into low level
implementations. This may require different lan-
guages for different layers of abstraction.

Although networks are distributed systems,
we think this challenge should be much easier
than that of general distributed systems pro-
gramming. The reason is that core functional-
ity is restricted to supporting small number of
core functions. The network-specific languages
may be simple enough that we can reason about
them effectively. In fact, most network config-
urations should be entirely declarative. Logi-
val constraints on what should hold true in a
network could themselves be used to drive auto-
mated configuration.

This could be extended to network monitoring
as well. Constraint-based models of the network
could be used to form assertions about allowable
states of the network which could then be used to
configure network measurement systems to mon-
itor those assertions and take action if they are
stressed or fail.

While we hope that formal languages, mod-



els, and constraints will allow us to deal with
networks at a useful and scalable level of ab-
straction, we have the ’unfortunate’ reality of
complex network devices such as routers. Their
complexity is multi-dimensional and often pro-
duces unexpected results. Therefore, describing
them formally as they exist today is too often
not tractable.

Hence, we are inclined to see complex devices
as black boxes at the edge of the formal model.
The next step would be to consider their behav-
ior exogenous to the constrainable model, which
would be a serious detriment to formalizing net-
work management.

But what if we were to formalize the con-
straints that the network model(s) need to place
on these black boxes? I.e., consider the network-
imposed constraints to be specification and de-
sign criteria for the development of complex net-
work devices.

This path leads us to consider the design
of such devices as formal software engineering,
which could be a very good thing. And this
would allow us to make assertions about the pa-
rameters of their reliability.

3.2 Roles and rules of Behavior

An example of a language-based approach is Fir-
mato (3], a firewall management toolkit. Fir-
mato has a simple language for defining network-
wide policies for access security, which is com-
piled into an instance of a relational database
model. This model is then compiled into vendor-
specific firewall configurations.

This is a very powerful paradigm and it is not
a large leap to imagine it applied to the net-
work as a whole. It may then be possible to
reason about the correctness of the specification
and proving that a compiler implements specifi-

cations correctly in the network. And, as is done
in the area of chip design, it may be possible to
check various design rules against a network once
it has been composed. Today this type of work
is too often done with post-it notes.

In the interaction between domains, perhaps
logics of roles and obligations, such as deonitc
logic [9], would be appropriate. Deontic logic
is is a field of philosophic logic that attempts
to reason about normative behavior, obligations,
and permissions. It is often applied or extended
to reasoning about legal contractual relation-
ships [19, 16].

3.3 Trust Management and Logics of
Trust

The area of trust management [4] is a critical
area requiring increased automation and net-
work wide layers of abstraction. In the an en-
terprise, trust management is fairly hierarchic
with some cross-hierarchy authority. In an ISP,
trust management tends to be flat with multiple
strata. Different techniques are used at layers
1, 2 and 3, for customer data, for DNS man-
agement, and address management. For trust
management between providers, there is a web
of trust based on personal and business relation-
ships between network operators. What all of
these share is that currently they are often in-
formal relationships implemented, if at all, in ad
hoc ways.

Interdomain routing is a very interesting ex-
ample of the need for automated trust manage-
ment. The BGP routing protocol has many well
documented security holes [14]. In response to
this an extension to BGP, Secure BGP [12] (S-
BGP), has been defined with countermeasures
that provide authentication and authorization
techniques that address many of BGP’s security



problems.

However, S-BGP has not yet been deployed.
There are concerns that there is an impedance
mismatch between the trust model implicit in
the BGP protocol (web-like inter-provider rela-
tionships) and the more hierarchical trust model
implicit in the centralized address allocation or-
ganizations to witch S-BGP currently links its
certification mechanism. Service providers dis-
trust centralization, especially when trust is be-
ing centralized. However, we note that S-BGP
can function perfectly well in environments that
do no have a hierarchical mechanism of distribut-
ing certificates. This brings out the need to
explore means of propagating and implement-
ing trust in a decentralized manner using trust
exchange protocols. How can we reason about
trust and about the distribution of trust in a
network [11]7 Can we compose units of trust
into larger units of trust?

3.4 The Transactional Network

One difficult problem encountered in network
configuration is that one conceptually simple
change may require “touching” the configuration
of a large number of devices. Currently, these in-
dividual devices may not provide interfaces that
allow “all or nothing” changes to their configu-
rations. And at the network level, backing out
of changes is often extremely difficult.

What is required is a layer of software that
presents the network as a collection of abstract
objects performing in certain roles. Simple
network updates may be compiled to updates
to multiple objects, and this layer of software
should provide the network with transactional
semantics. In addition, it should provide roll-
back facilities.

Device vendors like to say that “the network

is the database of record”, but nothing could be
more misguided. This is only a ploy to lock ser-
vice providers into their proprietary device man-
agement systems. We need layers of abstraction
to move away from vendor proprietary solutions.

4 Interdomain Routing

Today interdomain routing in the Internet is ac-
complished with the Border Gateway Protocol
(BGP) [15]. This protocol is quite simple, yet
its configuration is very complicated [8, 17].

We would like to be able to give a complete,
rigorous treatment of interdomain routing with-
out ever mentioning the BGP protocol. We want
to think of routing protocols as low-level imple-
mentation detail. Today we require a large num-
ber of specialists in the configuration of BGP. We
believe that some day only compiler writers will
need to know about the details of this protocol.
But how can we model routing policies in a way
that is independent of implementation details?

Some efforts have been made in this direc-
tion. For example, the Routing Policy Speci-
fication Language (RPSL) [1] is a language for
used to describe routing policies between au-
tonomous systems. A set of tools [2] is available
that can automate the generation of fragments
of router configuration files given RPSL specifi-
cations stored in databases. RPSL is AS-wide,
but we find that it’s details are too closely tied
to BGP and so are very low level. Many BGP
related configuration tasks are not described by
RPSL, and so in practice it often requires an
awkward mixture of semi-automation and man-
ual configuration.

We can imagine a specification language that
is more in the style of Firmato, and based on
roles and relationships. The compiler will worry



about how BGP is configured. For example,
BGP makes few assumptions about how at-
tributes will be used by operators to implement
routing policies. There is a tradeoff between in-
creased policy expressiveness and the ability to
provide guarantees that the routing system will
actually converge. It has been shown that lo-
cal routing policies may together be globally in-
consistent in a way that causes the BGP to di-
verge [18]. However, a higher level language may
be able to guarantee correctness of the configu-
rations generated by a compiler. For example, a
scheme for implementing complex backup rout-
ing policies was described in [7]. Although the
low level BGP implementation of this scheme
may be too complex to implement manually, it
would pose not difficulty for a compiler writer.

There has been some interesting work on what
might come after BGP [10]. However, we be-
lieve that an approach that hides BGP and other
routing protocols by providing higher levels of
abstraction may achieve many of these goals, at
least in the short run. And it will certainly be
easier to roll out a replacement of BGP if the
configuration of networks do not depend on its
details.

5 Moving Forward

This paper calls on the data networking research
community to bring network core studies into
the data networking curriculum. This will be
critically important in order to ensure that in-
ternet does not become balkanized with vendor
proprietary solutions and islands of provider pro-
prietary solutions. The core needs to be consid-
ered a legitimate and full blown part of data net-
working ”science”, not a neglected muddle left to
providers and vendors to sort out as it is today.

This will only happen if we can abstract away
from the low level details, and arrive at network
wide abstractions.
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