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Abstract. The Border Gateway Protocol (BGP), the de facto inter-domain rout-
ing protocol of the Internet, is known to be noisy. The protocol has twimma
mechanisms to ameliorate this, MinRouteAdvertisementinterval (MRAIY, a
Route Flap Damping (RFD). MRAI deals with very short bursts on therarfla

few to 30 seconds. RFD deals with longer bursts, minutes to hours. tunétely,
RFD was found to severely penalize sites for being well-connected e tajpo-
logical richness amplifies the number of update messages exch&gadost
operators have disabled it. Through measurement, this paper exjfler@genue

of absolutely minimal change to code, and shows that a few RFD algorithmic
constants and limits can be trivially modified, with the result being damping a
non-trivial amount of long term churn without penalizing well-behavesfiges’
normal convergence process.

1 Introduction

Despite the huge success of the Internet, the dynamics afiti@ally important inter-
domain routing protocol, the Border Gateway Protocol (BG&nain a subject of re-
search. In particular, despite a large number of researfont®fthe convergence of
BGP [6, 11], and lately, the chattiness of BGP, also calledPRBurn [3], are still not
well understood. Further observations have been made dicdtgul and/or ‘unneces-
sary’ updates [16]. These all ultimately lead to slow prot@onvergence.

Understanding the BGP mystery is critical. In the case ofeggence, vendors may
improve code based on insights into propagation patterhihain turn could lead to
less churn, and thus lower load, a more robust network, sstdrfaesponse to failure
events. Researchers suggesting replacement protocdts design them with an in-
depth understanding of what works today, what does not wedk and why.

This paper aims at one facet in this spectrum: how, with altsiyl minimal code
change, to better differentiate tmormal path-vector protocol convergence process
from abnormalactivity, such as heavily flapping prefixes. It has been shtivah a



single triggering event can cause multiple BGP updatesvbises in the Internet [5, 6].
We say a BGP route is flapping or unstable if a rowteginatesmultiple BGP update
messages (reachable or unreachable) for the prefix in at"simoe interval and prop-
agates those changes to its neighbors. However, BGP, bgathavector protocol is
also subject taopological amplificationsometimes callegath exploration One trig-
gering event can cause multiple BGP updates at a topoldgiiagtant router. Studies
using BGP beacons [13] have illustrated this effect. It ipamant to understand that
this is a property (or artifact) of the BGP protocol itselfladoes not correspond to con-
stantly changing topology. In fact, studies of BGP updatelb®r and traffic flow have
found little correlation [21]. The traffic may continue tah its destination despite the
constant noise of BGP update messages.

While this is conceptually very simple, it is not easy to digtiish real topological
changes from path exploration in the BGP signal. Ideallyyweeld like to maximize
the speed topological information is propagated, whileimiring exchanged messages
required taconvergeo a stable path. However, the root cause of a BGP updateatiypic
cannot be known. Therefore mechanisms to reduce BGP'dSmoésdtface the dilemma
of finding appropriate algorithms and parameters.

Huston [8] has observed that a small portion of the prefixeggde a high number
of BGP update messages. In Figure 1 we show a similar obgmarvdlost prefixes
receive very few updates. Only 3% of the prefixes are resptmnfir 36% percent of
the BGP messages. The plot shows the number of update meskatare received at
a router in our measurement setup (Fig. 3) for each prefixndutie week from Sept.
29th to Oct. 6th, 2010.
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Fig. 1. Update count per prefix @0 during the Fig.2. Update count per prefix from a single
week of Sept. 29th to Oct. 6th 2010. BGP session in one hour bins.

Figure 2 illustrates the churn, i.e. update messages perthatiare received on
a session with a tier-1 ISP. The y-axis depicts the numbempdates received for a
particular prefix per one hour bin, while the x-axis shows pinefixes sorted by the
number of update messages received. The majority of predo@sunt for few updates,
while a small number of prefixes account for a very high nundfeupdates within
a short time period. The figure shows three curves, the mimirtwertical line), the
average (lower curve) and maximum (top curve) number of tgzda one hour bins.



Routerr0 receives a full routing table, 32675 routes, from NTT. One might expect
that most of those routes would be stable and not receive jpaigtes at all. However,
we observe updates for 15¥ 3 prefixes duringne weelof observation. And the router
receives up to 647 updates in one hour for the prefix with the highest chuza (&ght
most point on the top curve in Figure 2), there are less thanpelates for more than
100 000 of the prefixes for which there were any updates. Mostyarefior which we
observe BGP update messages are quiet most of the time. @i86®f the prefixes
are always present in the trace, with one prefix having a mimrof 913 BGP updates
per hour over the whole trace (which explains the vertiaa lin Figure 2). These
observations confirm that most prefixes are very quiet, ahdaovery small number of
the prefixes are responsible for the majority of the BGP churn

For some prefixes the router received hundreds and thouséngslate messages,
over arbitrarily long time-periods. We hypothesize thopdaies are being caused by
some periodic events and/or flapping. This cannot be ‘ndrpratocol convergence.
This is causing an unnecessary load on the global routirtgrsys

2 Background

There are many causes for route flapping. One common causedlteaor a link going
up and down due to a faulty circuit or hardware. Another casiseBGP session being
reset. BGP policy changes can also lead to the readvertigerheutes and can thus be
interpreted as a route flap, this also includes policy chafgeraffic engineering. Fur-
thermore, IGP cost changes may cause BGP updates which rihgsigate across the
Internet [18]. Duplicate advertisements [16] are probabbybest example of ‘unnec-
essary’ updates that do not contain any new topologicatimftion. Lastly, the BGP
protocol is known to be inherently unstable [1,4,7].

Today, two approaches attempt to make the trade-off betweawergence time
and message count [6]. First, the MinRouteAdvertiseméatval timer (MRAI) [17]
specifies the minimum time between BGP advertisements taea Péhile it is rec-
ommended to be a per prefix timer, existing implementatigpgally use a per-peer
timer for all prefixes sent via that peering. By default, iB& seconds (jittered) for an
eBGP peer, and five seconds for iBGP. The idea is that therraatiés for the ‘path
exploration’ downstream to finish, before sending any upsldtiowever, as mentioned
earlier, no technique can reliably discriminate betweeppilag routes and routes that
are ‘converging’.

The second technique is Route Flap Damping (RFD) [20]. Itasercomplex and
fine-grained, as routers maintain a penalty value per prafixar session. Routes with
a penalty above a given threshold are damped, e.g., newdywegtannouncements are
suppressed and not considered as suitable alternativeadb a destination. The idea is
that heavily flapping paths are putting a large burden ondhérg system as a whole
and to protect the Internet from such routes, it is betteridcedard the path and drop
its traffic than to let such prefixes potentially cause cascpathilures due to system
overload. Of course, despite observations, stable romtesa supposed to be affected
by this mechanism. Thus, there is still room for researchii; area. For instance, the
work of Huston [10] is promising in that it aims to categorizgdates and determine



the types that are potential indicators of path hunting. k@, live detection of such
updates is much more CPU and memory intensive than the yrstaiple approach
explored in this paper.

Using RFD [20], each prefix accumulates a penalty which iseimented on receipt
of an announce or withdraw message for that prefix. This perah simple counter
and the values added to the penalty are listed in Table 4. Wieepénalty reaches
a given threshold, the ‘suppress penalty’, the route is danpe. quarantined. It is
not advertised by the router until the penalty gets belowtterathreshold, the ‘reuse
penalty’. The penalty value of a damped route is decrememsaty a ‘half-life’, i.e.
it is divided by two after ‘half-life’ seconds. Upon the régeof further updates the
penalty continues to grow. However, there is a ‘max suppigss, which constitutes
a maximum time the route can be damped. E.g., provided thabtlte is not receiving
any further updates, a damped prefix is typically releastn ahe hour. This translates
into a ‘maximum suppress penalty’, which is computed ushmgduppress threshold,
the reuse threshold and the half-life time. For example) @isco default parameters a
penalty of 12000 will result in a suppression of one hour if no further upddor that
prefix arrive. We refer to the work of Mao et al. [14] for a détdistudy of the RFD
algorithm.

RFD has been reported to be harmful [2] in that, with currefadlt settings and
recommendations [15], it penalizes routes which are nopfieyp but receiving multi-
ple updates due to path exploration. This severely impamtsezgence. Reachability
problems for over an hour have been observed where there evphysical outage,
network problem, or congestion that would justify any packeps [12]. In fact, it has
been shown that perfectly valid and fine paths can be withdmdwe to RFD [2]. As
a consequence most operators have disabled RFD. On thehathér we see serious
BGP noise affecting router load and burdening the wholeesy$8].

Can research on BGP dynamics lead to an appropriate recodartiemof RFD pa-
rameters? What would happen if we adopted a strategy to seltthe ‘heavy hitters’,
the heavily flapping routes, or ‘elephants’ as we call thenutd&ave the converging
routes, or ‘mice’, in peace? BGP churn should decreasefignily compared to the
current situation where RFD is turned off, yet the BGP cogeace for prefixes with
‘normal’ BGP activity would not be affected. In this papee wy to find and propose
such appropriate parameters.

3 Measurement Setup

In this section, we present our experimental design. Weriiesa change to Cisco’s
10S XR BGP implementation to enable the collection of dargsitatistics, the location
of the router in the Internet and the BGP feeds that it reseiVeen we explain how we
collected and analyzed the RFD data.

Routerr0 in Figure 3 is a Cisco 12406 running a minimally modified vensi
of Cisco’s I0OS XR software to enable us to perform a detaileal\sis of what the
router ‘thinks’. The router applies the RFD algorithm usthg normal penalty values.
The modified code does not actually damp the routes, insteadadrds the calculated
penalty values of each route and its supposed status, actilamped. The other modi-



| [Parameter | Value |

Equinix IX = = 2
__Peers 1|Half-life time 15 min
BCF spgates \_\7 =D e 2|Max suppress penalty [12,000
4" RFDenabied 3|Max suppress time 60 min
NTT %__.E'——'@ 4|Suppress penalty 2,000
miffor / l 5|Reuse penalty 750
e el P e 6/Withdrawal pena|ty :]_7 000
/ / ! 7|Re-advertisement penalty 0
Tl “wRs | w 8|Attribute change penalty 500
Updates Updates. Penalties
N N N
Fig. 3. Measurement Topology Setup. Fig. 4. Cisco’s default RFD values

fication was that no ‘Maximum Suppress Penalty’ was imposey, the penalty values
could increase above 1200.

Figure 3 shows our measurement infrastructure. Ro0tés directly connected to
a large public Internet Exchange over which it receives Bolfrand partial feeds. In
addition, the router connects to a global tier-1 providerafioother full BGP feed.

We pulled statistics from the router at regular intervatsdioe week, from Septem-
ber 29 through October 6, 2010, using the clogin command frenrancid tool. Data
included details of all route flap damping counters, althotlge router code did not
actually damp any route. The time to pull the data from théeodepended on how
quickly the router responded to our queries, but was tylyi¢althe order of 4-5 min-
utes. Missing counter values due to slow router response dich not significantly af-
fect our observations in subsequent sections, as therewesrdéew of them. The 95%
quantile was under ten minutes. However, in some circurostait was longer, up to
45 minutes in one instance! We believe this was due to CPZatiibn peaks.

4 Results

We investigate the penalty values assigned to the prefixasvesl by our modified
router,r0 (Figure 3). We then provide recommendations for new RFRupater set-
tings.

Figure 5 shows the Cumulative Distribution Function (CDF}re penalties as-
signed to prefixes by the router during the one week expetinieh us assume there
are n snapshots during the week’s experiment. We define starfine’ip; as the RFD
penalty of prefixp in snapshot. Figure 5 shows the proportion of instances with penal-
ties smaller than or equal toover the whole set of instances. Intuitively, this is the
proportion of prefixes which would have been damped in theyirefix-space.

We observe that 14% percent of the instances reached aygnedtter or equal to
2,000 in the measurement period0R0 is a critical threshold as this is the default value
for RFD suppression on Cisco routers. This gives a feelimdghéow ‘bad’ it is, if one
turns on default RFD those instances would have been darRpettier, we observe in
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Fig.5. Distribution of penalty values. VerticaFig. 6. CDF of the proportion of prefixes with
lines are 2000, 4000, § 000, and 12000. penalty values above a threshold.

Figure 5 that a suppress threshold 0d@0, 5000 and 6000 leads to the damping of
4.2%, 28% and 21% of the instances respectively. The number of dampednosta
decreases very quickly. Finally, we note that very few of pinefixes are assigned a
very high penalty. Only 3%, 044% and 032% have a penalty value above, @20,
15,000 and 18000, respectively. Thus, very few prefixes flap heavily fardan the
time-prefix-space. However, we observed earlier that tfegerefixes are responsible
for a disproportionate part of the BGP churn. The maximunatigrvalue assigned to
a route during the experiment was,880. This value is huge compared to the median
penalty of 818 (Fn(818)=0.5).

We recommend conservative operators set the ‘suppreshitideto 12000, 15000
or 18 000, as these values likely penalize only the very heavgrsitiVe show later that,
while values in the rangf2,000— 18,000 enable a non negligible BGP update rate
reduction, a suppress threshold in the raffy®00— 6,000 damps far fewer prefixes
compared to current defaults and the BGP update rate idisemiy reduced.

How long do prefixes typically stay at high penalty valuegfuFé 6 shows the CDF
of the durations a prefix is above a certain penalty value tlansi would be damped if
this was the threshold. The red solid curve shows the danthingtion for the current
threshold of 2000. Many prefixes have a penalty abov®QD for a very short time.
For example, 68% of prefixes stay abov@@0 for up to one hour during the one week
of the experiment. This means the current default suppsessat of prefixes that are
unstable for a relatively short time. We suspect that marnfiage prefixes are inappro-
priately damped following a single event. They are given @ajtg value above 200
during BGP convergence simply because of path explorafiershould not damp those
prefixes!

The other curves show suppression times for penalty valetsden 2K and 4K,
between 4K and 6K, 6K-12K, and above 12K relative to thoséxa®in the 2K class.
If a prefix is not suppressed at all, then the duration is zetbthus the curve starts at
this point on the y-axis. Not surprisingly, the number offpes in each category varies
quite a lot (721 prefixes above 12K, top most curvet2® prefixes between 6K-12K,
2nd from top; and 15646 prefixes between 4K—6K, 3rd from top; and 846 prefixes
between 2K-4K, lowest curve). Furthermore, there are vewy frefixes that have a
high penalty for a long time (e.g. rightmost points). There %7 prefixes in the 2K—4K



band that stay in this band for more than two days, but onlyré#ixes in the above
12K-band that stay for more than two days. We noticed somixpsechange bands,
e.g., stay for a few hours/days in the 2K—4K band and thensatspa few hours/days
in a higher band. Overall, it is possible that high churn pesfistay for quite some
time in lower bands; but we have also shown that ‘normal caging’ prefixes stay in
those bands. Therefore, we need to find a trade-off in thentea space, that does not
penalize prefixes that only experience path exploration.

Figure 7 shows the number of prefixes which would be dampeshgive different
candidate thresholds. Clearly, (889) mice would be spared using a suppress thresh-
old of 4,000 or above. Moreover, we see that the number of prefixes eldmjith
higher suppress thresholds does not vary much. High thidslaoe much more suit-
able to prevent damping of prefixes affected by normal BGR paploration than the
current default threshold. Our intuition here is that a lgdskhaving prefix’ will flap
for a long time and thus hit high penalty values; while ‘notro@anverging prefixes’,
which just receive multiple updates due to path exploratigt not be penalized.
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Fig.7. A suppress threshold of 4,000 (anBig.8. A threshold of 6,000 enables an average
above) already damps many fewer prefixes. churn reduction of 19%.

Increasing the value of the suppress threshold above ®dfault will increase
the BGP churn rate, but it will save many mice and still be lgssrn than a router
with RFD turned off. Figure 8 illustrates this. The x-axigh& candidate value of the
suppress threshold. On the y-axis we show the update ratgpenrainute average in
60 minute bins. 100% is the churn when RFD is disabled.

Here, we try to estimate how churn could change if we acti®RfE® at various
thresholds. Unfortunately, we face two problems: (1) thmieacy of timestamps and (2)
we are looking at only one router and not studying interastim complex topologies.
With regard to (1) we record incoming updates via tcpdumh witb-second accuracy.
However, the router provides us with less frequent snapdfdhe penalty values. We
therefore have only an estimate of the penalty. Especialtydo not know the exact
time of onset, e.g., when an update would have been dampetatéipoften come in
bursts with short inter-arrival times but the arrival presef bursts is rather uniformly
distributed in time, and thus within the snapshots. If a grefis a penalty above the
considered threshold in the current snapshot, all its @sdatthe coming interval are



marked as being potentially removed. This provides an asiiim of the update rate.
By averaging over the whole trace, the error smooths out.aéyali updates that cross
our 2K, 3K,...thresholds within a certain time-window. Witspect to (2) we cannot
predict how MRAI and best path selection processes will df mat delay updates.

While we believe that the overall properties of update bejtaare comparable, we
leave it for future work to study the impact in complex topgiks.

We observe a 47% reduction of the average update rate witmatpeof 2 000,
compared to a situation without RFD, in Figure 80@0, 5000 and 6000 correspond
to an average update rate reduction between 26% and 19%, ithsisvorthwhile
changing the default suppress threshold value. Our proposavery simple modifi-
cation which is rather effective compared to more compléutigms such as [10].

We further note that the churn reduction is similar for allegholds above 12K.
Damping thresholds of 12K, 15K and 18K suppress an averafj& 26%, 951% and
8.12% of the updates, which is still non negligible for such igi@gt change as we
propose.

To compare the really heavy hitters in the intervals 12K-158K-18K, and above
18K, we concentrate on 64 prefixes which have a damped daorafigix hours or
longer. We notice that 53 of those 64 prefixes (83%) at son pass the high point of
18K. Only nine prefixes (14%) stay in the 12K-15K range, anly bmo prefixes (3%)
go over 15K, but not up to 18K. This strengthens our confide¢hatthe ‘evil’ guys,
the really heavy hitters which constantly flap, will be catuigy almost any threshold
setting, be it 12K, 15K, or 18K.

Thus, for more conservative operators that desire to spast ofithe mice and still
see around 10% churn reduction, we recommend values 12K amek alt does not
matter much which of these three values are chosen. If a psdiapping so hard that
it reaches 12K, then it is also likely to go higher at some time

5 Other feeds

A critical question is whether the observations and recontagons in the previous
section hold for other locations in the Internet topologyth@ve make a generic rec-
ommendation for the ‘suppress penalty’ value? To undedstiis, we replayed addi-
tional varied BGP traces from Route Views in® (see ‘RV/RIS Updates’ in Figure 3)
in pseudo real-time. Agaimp logged the RFD penalties of the received routes.

We performed two additional experiments. Figure 10 dessrthe additional work-
load traces that were replayed to the router. These werdlitiauto the in vivo feeds
from the tier-1 ISP and the Exchange Point.

These experiments were designed to determine if diffenetite patterns recorded
at different places in the Internet topology would affect conclusions.

Figure 9 shows the penalty values for prefixes with the newldaeplayed from
Route Views. It shows that the distributions are exceegisghilar to those from the
live feeds. Similar to Figure 5, this plot shows a CDF of péealassigned b0 to the
different instances in the time-prefix-space. The greenecis the workload from the
live feed plus a BGP feed from an African peering point. Theeldurve is the 5 day
live workload with the 10 additional Route Views feeds. Tkd curve is the one week
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workload (live feed), previously shown (see Figure 5) fomparison. We observe that
all three curves have a similar shape. Adding more feeds$gads to more prefixes that
flap but the number of ‘elephants’ is very similar.

Therefore, our damping suppression threshold recommiemdites not change for
BGP feeds from varying points in the Internet topology.

6 Conclusion

We studied the impact of RFD on the Internet. As previouslyesbed by many other
researchers, a small fraction of prefixes is responsibla feignificant portion of the
update churn. RFD was developed to reduce this noise, betihent default parame-
ters do not properly take into account properties of the B&®opol. Any path-vector
protocol is by it's very design noisy due path exploration

We therefore looked at the effect of an absolutely minimange, only adjusting
RFD parameters, to get moderate churn reduction withoueéradly impacting nor-
mally converging prefixes. Our recommendation derived ftbia study would be to
damp a route when it reaches a penalty abov®d@. The suppress threshold can be
set to any value between 10 and 18000. Such a setting will suppress the BGP
churn of routes that flap heavily while keeping paths for pasfiwhich only slightly
contribute to BGP churn. For operators extremely concesaiemlit churn, a suppress
threshold of 4000 to 6000 is a far better compromise than today’s default paramete
It may still damp some normally converging prefixes, but wiflo significantly reduce
the BGP update rate.

We do not recommend changing the maximum suppress time, éstrangly rec-
ommend the limit of the maximum suppress threshold valueaised. A maximum
suppress time of one hour is very reasonable to achieve egc@nce the flapping
stops (and heavy hitters will anyway broadcast continggublut the maximum sup-
press threshold needs to be able to allow higher values th&0Q.
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